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The purpose of this toolkit is to support Aboriginal Community Controlled Health Organisations (ACCHOs) to make informed, safe and self-determined decisions about the use of artificial intelligence (AI). AI is already being introduced across health systems in administrative, operational and clinical settings. When used well with appropriate governance, AI has the potential to strengthen health service delivery by reducing avoidable administrative workload and supporting more efficient clinical documentation. The Productivity Commission’s report on ‘Leveraging digital technology in healthcare’ highlighted a range of benefits including the automation of low-complexity tasks by AI which could free up to 30% of clinicians’ time (up to 11 hours each week per health worker) which could then be spent caring for patients. 
To equitably support patient care, AI must be implemented with clear accountability, human oversight, and ongoing monitoring for safety and unintended impacts. Safe and effective implementation depends on Aboriginal and Torres Strait Islander leadership, culturally informed decision-making, and a workforce that is supported to question, shape and govern the use of AI in ways that reflect local priorities and community expectations. Every proposed use of AI should be able to clearly answer: How does this improve outcomes for Aboriginal and Torres Strait Islander people?
To support the practical governance arrangements that allow organisations to explore AI opportunities, NACCHO has commissioned a suite of resources which were developed by the Digital Health Standards Council of Australasia in consultation with the NACCHO Clinical Leaders Advisory Group and the sector. These resources include:
· AI Governance Framework — to help Organisations understand the domains, principles and governance expectations that should guide AI use. 
· AI Policy Template — to support Organisations to develop or adapt an internal policy that sets out responsibilities, approval pathways, acceptable use, safeguards and escalation processes.
These resources are optional practical guides to support safe, proportionate and culturally governed AI decision-making. They are designed to be used alongside existing organisational policies and governance processes. They are also flexible, recognising that organisations will be at different stages of digital and AI maturity, with varying priorities, risks, digital capability and support needs. Each Organisation can elect to use the parts most relevant to its context, or not at all.
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This toolkit is for ACCHOs considering, planning, implementing or reviewing the use of AI tools. It is intended to support organisations at different stages of digital and AI readiness, from those beginning early conversations about AI through to those already assessing specific tools or vendor proposals.
The safe and effective use of AI depends not only on technical controls, but on the capability, confidence and leadership of the people and communities who shape its use. This requires a commitment to building Aboriginal and Torres Strait Islander digital workforce capability, supporting local AI champions, and strengthening community digital literacy so that AI is understood, questioned and used only where it adds value. 
Reflecting this, the toolkit is designed for both governance and practical use. It can support whole-of-organisation conversations about whether AI should be used, how decisions should be made, what safeguards are needed, and how staff and community can be supported to participate in those decisions. 
Different parts of the toolkit will therefore be useful to different roles across an ACCHO including:

Boards, CEOs and executives responsible for organisational governance, risk, strategy and accountability.
Clinicians and other health professionals involved in assessing and using AI to support safe, high-quality and culturally responsive clinical care.
Digital health, information management, privacy, cyber security and data governance staff responsible for the systems, safeguards and information flows that support AI use.
Corporate, finance, human resources and administrative teams considering AI tools for business processes, workforce support, reporting or service planning.
Quality improvement, evaluation and population health teams using data to understand service needs, monitor outcomes and improve care.
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This document presents an Artificial Intelligence Governance Framework for Aboriginal Community Controlled Health Organisations (ACCHOs). The Framework has been developed by NACCHO with the support of the Digital Health Standards Council of Australasia, in response to the rapid emergence of AI tools in clinical and operational health workflows.
The Framework intends to give ACCHOs a structured, practical approach to assessing, deploying and governing AI-enabled tools in their Organisations. It is designed to be used by ACCHO CEOs, Boards and senior leaders at the governing level, and by clinical leaders and Organisation managers at the operational level. The Framework is aligned with national and international AI governance standards, and the principles of Indigenous Data Sovereignty, Indigenous Data Governance, and Indigenous Cultural and Intellectual Property (ICIP).
[bookmark: _Toc240894353][bookmark: _Toc240897566][bookmark: _Toc240956377][bookmark: _Toc240956431][bookmark: _Toc240960029]2. Rationale
[bookmark: _Toc240956378]Why a sector-led Framework
Existing national AI governance instruments, including the National AI in Healthcare Policy Roadmap 5, the Voluntary AI Safety Standard6, and the Therapeutic Goods Administration’s (TGA) Software as a Medical Device Framework7, provide important scaffolding but are not specifically designed for the ACCHO operating context. Existing guidance does not adequately embed Indigenous Data Sovereignty or Indigenous Data Governance as foundational principles. They also do not centre Community authority over health data, nor do they account for the workforce and resourcing realities of Community-Controlled Organisations. 
A sector-led Framework adopted by individual ACCHOs is a step towards ensuring that any AI governance in Aboriginal and Torres Strait Islander health is led by the sector, not imposed on it. 
AI tools are already in use across Australian primary care.1 Ambient scribes, clinical decision support, triage and intake systems, and administrative automation tools are already being deployed, often without the necessary governance to ensure clinical and cultural safety, or accountability when something goes wrong.2
AI tools trained on non-representative datasets are likely to perform less reliably for Aboriginal and Torres Strait Islander patients, with documented evidence of algorithmic underperformance in priority populations.3 Data generated by ACCHO client interactions carries cultural, community, social and sovereignty obligations that do not apply uniformly across the broader health system.4 ACCHOs already hold deep expertise in culturally safe, community-governed care. The Framework builds on that strength, giving every Organisation a shared structure to assess and independently govern AI through an equity lens.
This Framework sets out a common approach for the sector. It does not intend to mandate which AI tools an ACCHO can or cannot use. However, it does set out questions that every ACCHO should be able to answer about any AI tool it deploys, the principles those answers must satisfy, and the structural and cultural arrangements that need to be in place to safely govern the tool over its lifecycle.
The aim of the Framework is to achieve consistency, not uniformity. Two ACCHOs may reach different decisions about the same AI tool based on their patient population, their workforce and their community’s priorities and needs. The Framework does not override this; but rather seeks to ensure both Organisations are answering the same questions, against the same guidance, and supporting the Board to explain its decision-making to its community, regulators and patients.




[bookmark: _Toc240894354][bookmark: _Toc240897567][bookmark: _Toc240956379][bookmark: _Toc240956432][bookmark: _Toc240960030]3. Operating context
[bookmark: _Toc240956380]Regulatory and policy landscape
The Framework proposes to operate within a broader national policy environment for safe and high-quality healthcare delivery. The new National Model for Clinical Governance (NMCG)8 released by the Australian Commission on Safety and Quality in Health Care (the Commission) provides a foundational clinical governance architecture for Australian health services. The National Safety and Quality Digital Mental Health Standards (NSQDMH)9 sets sector-specific expectations for digital mental health services, including guidance on technical implementation. The Commission’s AI Clinical Use Guide10 offers practical guidance for clinicians, before, during, and after AI tool use. The guide is deliberately high level and general in its application. The absence of guidance specific to the ACCHO context is central to the requirement for a sector-led framework.
Practitioner obligations set out by the Australian Health Practitioner Regulation Agency (Ahpra), confirm that AI use does not alter existing professional accountabilities.11 This advice determines that “Practitioners must apply human judgment to any output of AI” and that any AI-generated output entering a clinical record needs its accuracy tested by the clinician agreeing to it. 
The TGA regulates AI tools that meet the threshold for a medical device under the Software as a Medical Device (SaMD) Regualtions.7 Boards, organisational leaders and clinicians should understand that a tool approved by the TGA does not mean professional and governance obligations no longer apply once that tool enters a clinical workflow. 
The Privacy Act 1988 and the Australian Privacy Principles set by the Office of the Australian Information Commissioner and covering the organisations to which the Act applies, are relevant to all patient data processed by AI tools.12 Cross-border data transfer engages Australian Privacy Principle 8 in particular, and the need to disclose and justify why data is transmitted and retained offshore to Australia. 
Baseline cyber security obligations are set by the Australian Signals Directorate's Essential Eight maturity model.13 Any AI tool that connects to a clinical information system or transmits patient data sits within this scope and should have processes in place to either? justify or mitigate cross-border data sharing.
[bookmark: _Toc240956381]Indigenous Data Sovereignty and Governance
The Maiam nayri Wingara Indigenous Data Sovereignty principles15 set out the foundational position: data about Aboriginal and Torres Strait Islander people is the property of Aboriginal and Torres Strait Islander people. Indigenous Data Sovereignty is expressed differently across communities, reflecting local priorities and preferences, and specific requirements might need to be considered at the service delivery or community-led level. 
[bookmark: _Toc240956382]When Indigenous Data Sovereignty cannot be fully realised
While Indigenous Data Sovereignty and Indigenous Data Governance are foundational to this framework, there may be circumstances where they cannot be fully realised. The most common might include:
vendor refusal to disclose training data provenance, global models trained on data the Organisation cannot control retrospectively
the absence of a sovereignty-compliant equivalent for a clinical capability the community needs.
Where this happens, the Organisation may choose to document the gap, the clinical or operational reason for accepting it, the mitigations in place (including community determination on the trade-off), and the conditions under which the decision will be reviewed. Accepting a gap should be a Board decision and should ideally be recorded against the tool in an organisation’s AI Tools Register.
[bookmark: _Toc240956383]International alignment
Internationally, the Framework draws on the NIST AI Risk Management Framework16, the European Union Artificial Intelligence Act17, ISO/IEC 42001:2023 (AI Management Systems)18, and the World Health Organisation's guidance on the ethics and governance of AI for health.19 The Framework's domains and foundational principles are consistent with these instruments while remaining grounded in the ACCHO context. 
First Nations-led work in Aotearoa New Zealand and Canada described Indigenous Data Sovereignty and Governance principles, including Te Kāhui Raraunga’s Māori Data Governance Model20 and the First Nations Information Governance Centre’s OCAP® principles.21 Subsequent versions of this Framework will be checked for consistency with these documents for any developments that might align directly to the Aboriginal and Torres Strait Islander context.
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[bookmark: _Toc240956384]Risk MatrixThe AI6 and cultural safety for ACCHOs
The National AI Centre's six essential practices (the AI6)22 set a national baseline for governing AI. This framework meets that baseline and extends it because governing AI in Aboriginal Community Controlled health carries obligations the beyond the national guidance. Essential practices updated for the ACCHO Sector include:
· Deciding who is accountable. Accountability sits with the ACCHO and its community, not the vendor. It can't be contracted away.
· Understanding impacts and plan. Impact assessment includes cultural safety and the risk of widening, not narrowing, the gap in access and outcomes.
· Measuring and managing risks.  Risk includes harm to cultural knowledge, not only clinical or operational harm.
· Sharing essential information. Transparency means community-facing, in language where needed, and available before care, not buried in a policy.
· Testing and monitoring. Testing includes whether training data represents Aboriginal and Torres Strait Islander people, the loudest signal from the sector consultation.
· Maintaining human control. Human judgement is a foundational principle here. AI supports the clinician, the manager and the Board, it doesn't replace them.

Two risk matrices have been developed to complement the Framework, rating the likelihood and consequence of harms arising from AI use in ACCHO settings, including harms to community trust, cultural safety and data sovereignty alongside clinical and operational risk. A description is included below and both matrices are at Appendix 1.
· Risk Matrix 1: Tool risk classification
The governance tier is set by two dimensions: how much influence the tool has over care, and what data and community obligations it engages. The tiering determines who approves the tool, what assessments are required, and how often it is reviewed as agreed by the Board. Where a tool sits on the boundary of two tiers, it is recommended that the higher tier applies.
· Risk Matrix 2: AI risk rating
Once a tool is in use, individual risks and incidents are rated using the Organisation's standard likelihood and consequence approach. The consequence scale in this matrix extends the usual clinical and operational definitions to include cultural harm and breaches of Indigenous Data Sovereignty, so that a culturally unsafe output or a sovereignty breach is rated on its own weight, not only by the clinical effect or harm to a patient.
[bookmark: _Toc238474899][bookmark: _Toc238475812][bookmark: _Toc238562130][bookmark: _Toc238564208][bookmark: _Toc239257313][bookmark: _Toc239257416][bookmark: _Toc239257517]
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[bookmark: _Toc240956385]AI risk appetite and controls
AI that is deployed in both clinical and non-clinical settings should be considered within an ACCHOs risk appetite – that is, the level of risk an ACCHO is willing to accept in its approved use of the technology, alongside the associated controls in place to mitigate. For example, risk appetite may differ between deploying an AI-enabled scribe or an AI that supports office administration for patient bookings. Similarly, the level of governance and controls required for both of these technologies may exist on a continuum, where lower risk AI requires less governance scrutiny and higher risk AI requires more. 
It is important to remember that all AI tools should be governed within an ACCHOs agreed risk appetite, with the appropriate controls in place to use them safely and securely. An example ‘risk and control’ continuum is at Figure 1, where tools sit within a risk tier and specific drivers determine how risk is elevated or reduced with controls. This may change depending on what the tool does with data, how much it decides on its own, and how far its output reaches, not by whether it is labelled clinical or administrative AI.
[image: The image depicts a flowchart or decision tree outlining the different tiers of risk appetite levels in an Aged Care Community (ACCHO) setting, detailing the consequences of errors, administrative changes, and data handling at each level.

AI-generated content may be incorrect.]Figure 1 - AI risk and control continuum
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This section sets out, at a high level, how the Framework is applied in practice. The Framework is intended to be applied by individual ACCHOs to any AI-enabled tool under consideration for, or already in use within, the Organisation. Application involves a three-stage process described below.
[image: The image illustrates a four-stage framework for assessing and implementing a deployment process, starting with foundational principles like data sovereignty and cultural safety, followed by human judgment, and culminating in continuous evaluation and governance.

AI-generated content may be incorrect.]
	Process
	ACCHO action

	Pre-deployment assessment[footnoteRef:1] [1:  It is reasonable and expected that some tools will already be embedded in operational workflows prior to adoption and implementation of this framework. Where such tools are already in use, assessment can be done retrospectively to identify risks and inform appropriate mitigation and remediation actions. ] 

	Assessment starts with the need, not the tool: the Organisation first defines the problem being solved or the need being met, then assesses candidate tools against it and considers ‘How does this tool improve outcomes for Aboriginal and Torres Strait Islander people? 
The Framework is applied to a candidate tool before the procurement or deployment decision is made. Each domain is assessed against the key questions, with reference to the foundational principles. A tool that cannot satisfy the questions in any domain should not be deployed without remediation.

	Deployment governance
	Where a tool is deployed, the Framework continues to operate. Clinical accountability, incident management, workforce oversight, and community engagement remain ongoing obligations agreed to by the Board.

	Continuous evaluation 
	Each AI tool in use within the Organisation is continuously monitored against the Framework at a defined cadence, with findings reported to the Board and Senior Leaders.


[bookmark: _Toc238474911][bookmark: _Toc238475824][bookmark: _Toc238562142][bookmark: _Toc239257315][bookmark: _Toc239257418][bookmark: _Toc239257519][bookmark: _Toc240894356][bookmark: _Toc240894572][bookmark: _Toc240897415][bookmark: _Toc240897569][bookmark: _Toc240956387]NACCHO-held sector functions
Some functions sit at the sector level rather than within individual ACCHOs. NACCHO's role under the Framework will include:
1. Holding and maintaining the Framework, including periodic revision in response to regulatory change and Sector feedback.
1. Supporting ACCHOs to apply the Framework through sector-level resources, such as shared templates, webinars, training materials and assessment tools, rather than one-to-one implementation support.
1. Working with State and Territory Affiliates to deliver regional implementation support, training workshops and shared infrastructure where this is more beneficial than national delivery.
1. Representing the ACCHO sector in national AI governance and digital health forums.
[bookmark: _Toc238474912][bookmark: _Toc238475825][bookmark: _Toc238562143][bookmark: _Toc239257316][bookmark: _Toc239257419][bookmark: _Toc239257520][bookmark: _Toc240894357][bookmark: _Toc240894573][bookmark: _Toc240897416][bookmark: _Toc240897570][bookmark: _Toc240956388]Relationship with existing frameworks and guidance 
The Framework is designed to operate alongside, and not in place of, existing clinical governance frameworks and regulation. ACCHOs using Digital Mental Health tools accredited under the NSQDMH Standards, or other sector-specific accreditation schemes will find the Framework reinforces existing obligations rather than duplicating them. Where the Framework introduces new obligations, these are specific to AI-enabled tools and reflect the unique governance requirements of ACCHOs.
[bookmark: _Toc238474901][bookmark: _Toc238475814][bookmark: _Toc238562132][bookmark: _Toc239257318][bookmark: _Toc239257421][bookmark: _Toc239257522][bookmark: _Toc240894359][bookmark: _Toc240897571][bookmark: _Toc240956389][bookmark: _Toc240956434][bookmark: _Toc240960032]5. Foundational principles for AI Governance in ACCHOs
Four foundational principles operate as the overarching basis for safe and responsible AI use across every domain of the Framework. The principles are the lens through which each of the Framework’s domains are assessed against. An ACCHO should ideally consider culturally safe AI deployment by addressing these principles where possible. 
	FOUNDATIONAL PRINCIPLE 1: INDIGENOUS DATA SOVEREIGNTY AND GOVERNANCE
Data about Aboriginal and Torres Strait Islander people, including data generated by AI tools used in ACCHO settings, is the property of Aboriginal and Torres Strait Islander people. The Maiam nayri Wingara principles apply across the AI lifecycle, including training data, deployment data, model outputs and any onward use where permitted for model re-training. Indigenous Data Governance gives the principle practical effect: the mechanisms by which communities control how data is collected, accessed, used and reused. 
Indigenous Cultural and Intellectual Property (ICIP) sits alongside data sovereignty as a distinct concept: traditional knowledge, language, kinship, story and cultural expression that feeds into or is generated by an AI tool is governed by Community on Community’s terms, including how it is contained, stored, shared and withdrawn.
Full realisation of this principle will not always be possible. Vendors may not disclose training data provenance, and global models may have been trained without consent on data the Organisation cannot retrospectively control. Similarly, a critical clinical capability may only be available through an AI tool that cannot meet Indigenous Data Sovereignty and Governance in full. The principle does not weaken in those cases. The Organisation’s obligation is to recognise a potential gap, justify it, mitigate where it can, and document it.



	FOUNDATIONAL PRINCIPLE 2: CULTURAL SAFETY
AI tools deployed in ACCHO settings should be culturally safe in design, deployment and use. Cultural safety is determined by Aboriginal and Torres Strait Islander people, not by the deploying organisation or vendor. This applies to language, kinship structures, communication style and clinical interpretation.



	FOUNDATIONAL PRINCIPLE 3:  COMMUNITY AUTHORITY
Decisions about whether, when, and how to deploy AI tools sit with the ACCHO Board, as determined by the community it serves. Vendors and individual clinicians do not deploy without this authority. The Organisation deploys, with community knowledge, authority and consent.



	FOUNDATIONAL PRINCIPLE 4:  HUMAN JUDGEMENT
AI tools must only augment human work and not substitute it. Clinical, administrative and governance decisions are made by people, with AI as one input into a decision-making process. Final accountability sits with clinicians, managers, or Board members making a decision, not with the tool, the vendor or the model itself. An AI tool that, by design or by deployment, removes the human from the decision is not consistent with this Framework.
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AI-generated content may be incorrect.]6. Framework domains
The Framework is organised around six operational domains. Each domain addresses a specific category of governance and risk, asking a defined set of questions of the deploying ACCHO, with the foundational principles applying across every domain. The six domains are described below in Figure 1.
[image: The image is an outline of a framework for Indigenous Data Sovereignty and Governance, detailing various domains such as Community Authority, Clinical Safety, Technical Equity, Supplier Accountability, and Human Judgement.
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Figure 1 – Foundational principles and operational domains for AI Governance in ACCHOs
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Cultural safety, community accountability and equitable outcomes
The Culture, Community and Equity domain assesses whether the AI tool is safe for the community the ACCHO serves, whether community has been engaged in the decision to deploy, and whether the tool's outcomes are equitable across the patient population.
Key questions:
1. Has Community been engaged in the decision to deploy this tool, and how?
1. Does the tool's design and output reflect the cultural, linguistic, and kinship realities of Community?
1. Are the tool's outcomes equitable across patient subgroups, and how is this monitored?
1. Is there a mechanism for Community to raise concerns about the tool and have those concerns addressed?
1. Does use of the tool create any barrier to access or care for patients who decline it, and does the Organisation have a defined approach to ensure those patients are not disadvantaged?
1. What is the Organisation's process for managing patient consent: who is asking for consent, when and in what setting, what are patients told about the tool, how is consent recorded, and can a patient withdraw consent later and have their data removed from the tool and corrected in the clinical information system?
1. Does the tool support, rather than undermine, the ACCHO's broader cultural safety and self-determination obligations?
1. How will the ACCHO measure whether patients, families and community experience the tool as culturally safe in practice?
	Foundational principles: how they apply in this domain

	All four foundational principles apply most directly in this domain. The domain itself is an explicit operational activity across all of the principles. A failure here is a failure of the Framework as a whole.
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The standard of care, clinical safety and accountability
The Clinical domain establishes whether the AI tool meets the standard of care expected in an ACCHO setting. It assesses whether clinical accountability is clear, and whether the tool can be safely integrated into clinical decision-making. It is important to note that AI does not transfer clinical accountability away from the clinician.
Key questions:
· Does the tool meet the clinical standard of care for the population it is being used with, and does it achieve its claimed purpose in the way it is actually used?
· Does the tool integrate effectively with clinical systems to meet documentation and clinical coding requirements including reporting, recall, and notification obligations?
· Is the clinically accountable person identified, and do they understand what the tool does and does not do?
· Are clinicians required to review and approve AI-generated outputs before they are saved to the patient record?
· Is there a documented override protocol for when the tool should be disregarded? Where override is exercised, what is the process for escalating this to a relevant decision maker?
· Has the tool been validated on a population representative of the patients served by this ACCHO?
· Does the tool perform reliably in the operating conditions of the ACCHO, including remote, low-bandwidth or intermittent-connectivity settings, and what is the fallback when those conditions are not met?
· Are patient consent processes defined for the tool, including who takes consent, at what point and in what setting, what patients are told and how consent is recorded?

· How is informed consent obtained and recorded where patients have limited literacy or numeracy, where the encounter is remote, or where care is delivered in a group or collective setting in which individual consent cannot be the sole mechanism.

	Foundational principles: how they apply in this domain

	Cultural safety determines whether a clinical output is safe at all. A clinically accurate output that misinterprets kinship, language or cultural context is not considered clinically or culturally safe. Indigenous Data Sovereignty governs how clinical data flowing from these tools is held, used and shared (or re-shared with appropriate consent). Human Judgement is the operative principle in the clinical encounter. In this case, the tool may summarise a clinical consultation or inform the clinician’s decision; it however does not make the decision.



	Worked example: Ambient Voice Technology (AVT)

	An ACCHO is considering an ambient voice technology tool (AI scribe) that listens during consultations and drafts clinical notes for clinician review.
Culture, Community and Equity. Was community consulted before deployment? How is consent recorded and what happens for patients who decline? Does declining create any access barrier?
Clinical. Does the scribe meet the standard of care for the consultations it will be used in? Does the organisation understand who is accountable when the note is wrong? Are there triggers to review every output before saving? 
Technical. What patient data does the vendor receive, where is it processed, and what training data is the model built on? Is performance documented for Aboriginal and Torres Strait Islander patients?
Supplier accountability. Does the contract specify data ownership, deletion, audit rights and notification of model changes? Can the Organisation terminate without penalty if the tool causes harm?
Safety systems. Is there a monitoring cycle for transcription errors? Can the tool be switched off without disrupting clinics? Can faulty notes be corrected in the record?
People. Are clinicians trained on the tool's limitations? Can staff raise concerns about how it is being used without professional risk?
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Validation, testing, model transparency and data provenance
The Technical domain examines how the AI tool was built, what data it was trained on, how it has been validated, and what is known about its performance. The integrity of the model is a precondition for everything that follows. Technical assessment of an AI tool sits within the Organisation’s broader cyber security posture, including alignment with the Australian Signals Directorate’s Essential Eight Maturity Model.[footnoteRef:2] [2:  Recent advice from the Australian Signals Directorate (ASD) in June 2026 describes that the Essential Eight Maturity Model needs to evolve and may be subject to strengthening with a revised approach to contemporary, flexible cyber security practice. Updates to the Essential Eight, or any new best practice cyber security advice, will be reflected in revised versions of this AI Governance Framework. 
Organisations should regularly check ASD advice as part of their technical governance obligations. ] 

Key questions:
1. What technical requirements has the ACCHO defined for the tool, and how does the candidate tool meet them?
1. What is the provenance of the training data, including Aboriginal and Torres Strait Islander representation, and was that data obtained with consent and consistent with Indigenous Data Sovereignty?
1. Has the tool been independently validated, and on what populations? Is there evidence readily available of the validation?
1. What is the documented performance of the tool, including known failure modes and population-specific limitations?
1. Is the model auditable, and under what conditions?
1. How are model updates managed, communicated, and approved before deployment? Is the Organisation regularly advised on updates and the performance and testing information on any new model capabilities?
	Foundational principles: how they apply in this domain

	Indigenous Data Sovereignty applies to training data, deployment data, and any data exported from the Organisation. A tool that cannot demonstrate compliant data handling cannot pass this domain, regardless of clinical performance.
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Contracts, intellectual property and vendor obligations
The Supplier Accountability domain ensures that the contractual relationship with the AI vendor protects the ACCHO, its patients and the community. The contract is a primary mechanism for enforcing the Framework's other domains.
Key questions:
1. Does a contract with the selected vendor align with the Organisation’s Indigenous Procurement Policy? (Where no policy exists, consider if entering into this contract will stimulate Indigenous business, economic development and employment).
1. Does the contract specify data ownership, retention and deletion obligations?
1. Does the contract require notification of adverse events, model changes and security incidents?
1. Can the ACCHO easily audit the algorithm, the training data provenance and the deployment logs?
1. Can the ACCHO terminate the contract without penalty if the tool causes harm or fails to perform in a way that is culturally safe for its community?
1. Does the contract reflect Indigenous Data Sovereignty obligations, including community consent and onward use restrictions?
1. Where the AI tool is offered free of cost, consumer-tier or otherwise has no commercial contract, what controls compensate for the absence of audit rights, deletion obligations, breach notification and termination protections? In most cases, the tool should be thoroughly interrogated for Organisational use.
1. Is the Organisation’s professional indemnity, cyber and public liability insurance valid for the use of this AI tool in care, and has the insurer been notified that the tool is in use?
1. Is the user’s professional indemnity insurance valid for use of this AI tool in care, and has the insurer been notified that the tool is in use?
1. Does the use of this tool comply with the conditions of the Organisation’s funding agreements, including any data residency, security, audit or reporting obligations placed by funders?
	Foundational principles: how they apply in this domain

	Community Authority requires that procurement decisions are not made by individual clinicians or IT staff acting alone. Indigenous Data Sovereignty obligations, where chosen to be exercised, must be enforceable through the contract, not held as informal assurance without full transparency of actual practice.



	Worked example

	An ACCHO is approached by a vendor offering a patient-facing AI chatbot for booking, recalls, and general health information.
Clinical. Where does the chatbot's scope end? What happens when a patient asks a clinical question, and is the handoff to a clinician documented? Is the tool ever the only point of contact?
Technical. What patient data does the chatbot collect, store and reuse? Is the model auditable? How are responses validated for cultural appropriateness and clinical safety?
Supplier accountability. Who owns the conversation data? Can the Organisation audit the model and its responses? Does the contract notify the Organisation when the underlying model changes?
Safety systems. How are escalations from chatbot conversations triaged into the Organisation's existing systems? Is there a defined fallback when the chatbot is offline?
People. Who in the Organisation is accountable for the chatbot's behaviour? Are staff trained to review escalations and override the tool where needed?
Culture, Community and Equity. Does the chatbot's language, tone and content reflect the community it serves? How was that tested with community? Can patients reach a human without barrier? If a patient chooses not to engage with the chatbot, is there alternate entry points to the service to ensure equity of access and care provision?
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Workflows, escalation pathways, monitoring and audit, incident management
The Safety Systems domain establishes how the AI tool integrates with the existing clinical and operational infrastructure of the ACCHO, including workflows, reporting lines, incident management and business continuity. This domain covers both proactive safety (the monitoring and audit cycle that catches issues before they become incidents) and reactive safety (the management of incidents once they occur). Both are required.
Key questions:
1. How does the tool integrate with existing clinical workflows, and what changes when it fails?
1. Is there a defined audit and monitoring cycle for the tool's performance against the Framework, with findings reported through clinical governance and the Board, rather than only acting when an incident is raised?
1. Is there a defined escalation pathway for AI-related clinical incidents, and does it reach the appropriate accountable person?
1. Does the existing incident management system capture AI-specific failure modes?
1. Is there a documented fallback workflow for when the tool is unavailable?
1. Can the tool be switched off immediately without disrupting core clinical operations?
1. Can the tool's outputs be recalled from the clinical information system, including correcting faulty information saved to a patient record?
1. When the tool fails, produces a harmful output, or experiences a data breach, what is the recovery and control process? Does this include correcting the record, notifying affected patients and community, restoring service operation, and re-assessing the tool before it returns to use?
	Foundational principles: how they apply in this domain

	Cultural Safety in this domain means that incident management must reach community and clinical governance committees in a culturally safe way, not only the vendor, the technology lead or a regulator. Human Judgement means any AI-enabled tool has human oversight, linking it to existing safety and quality systems to monitor, escalate and report to the Board.



	Worked example: Unauthorised AI Use

	The following are examples of unauthorised use of AI:
· A nurse photographs a pathology result on their personal mobile device and uploads it to commercial chatbot to draft a patient letter.
· A receptionist uses a free transcription tool to summarise meeting minutes that include a patient's name, diagnosis and social history
· A doctor uses a personal scribe account during a consultation because the Organisation has not yet approved one.
What's happening. Shadow AI: staff using AI tools the Organisation has not approved, often for seemingly legitimate reasons (saving time, working around slow systems), with patient or Organisation information involved.
Why it matters. The Organisation has no record of what data has left its control, where it went, or whether the vendor will retain it for training. Indigenous Data Sovereignty obligations cannot be met when the Organisation does not know what data exists outside its systems. Cultural safety cannot be assured when the output is shaped by tools that have never been assessed.
What the Framework expects. The AI Tools Register lists every approved tool. Anything outside the register is not authorised. The Acceptable Use of AI Policy prohibits entering patient, community or Organisation information into any tool that is not on the register, including consumer LLMs and personal-account ambient scribes.
What to do. Make the register easy to find. Make the prohibitions clear and concrete. Support staff to ask for tools they need rather than work around the system. Treat self-reported breaches as remediation moments, not punishment.
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Workforce training, capability, and oversight
The People domain ensures that the ACCHO workforce, including clinical staff, allied health, administrative staff, and Board members, has the capability to use, oversee, and govern the AI tool appropriately.
Key questions
1. How will the use of this tool promote Indigenous digital capability and literacy and what broader supports may be implemented (e.g. AI champions, community digital literacy promotion)?
1. Are clinical and non-clinical staff trained on what the tool does, its limitations, and when to override it?
1. Do clinical and non-clinical staff understand Indigenous Data Sovereignty as it applies to this tool?
1. Is there a documented structural oversight mechanism (e.g. clinical advisory committee, AI governance group)?
1. Is the Board sufficiently informed to discharge its governance accountability?
1. Is there a process for staff to raise concerns about the tool, or the way it is being used, without professional risk?
	Foundational principles: how they apply in this domain

	Cultural Safety in workforce training requires that training is led by, or co-designed with, Aboriginal and Torres Strait Islander health professionals. Community Authority requires that workforce decisions about the tool's use reflect community priorities.
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Matrix 1: Tool risk classification
The governance tier is set by two dimensions: how much influence the tool has over care, and what data and Community obligations it engages. The tier determines who approves the tool, what assessments are required, and how often it is reviewed. Where a tool sits on the boundary of two tiers, the higher tier applies.
	Clinical influence of the tool
	No patient or
community data
	Identifiable
patient data
	Data engaging IDS or
community obligations

	Administrative automation
Bookings, recalls, correspondence
	Low
	Medium
	High

	Clinical documentation
Ambient scribes, summaries entering the record
	Low
	Medium
	High

	Clinical decision support
Triage, prompts, recommendations
	Medium
	High
	High

	Autonomous or agentic action
Acts without per-action human review
	Medium
	Critical
	Critical


Governance expectations by tier
	Low
	Approved by the AI Governance Committee or equivalent with standard controls. Listed in the AI Tools Register. Reviewed annually.

	Medium
	Committee approval with an AI Tool Safety Statement and training prerequisites before access. Reviewed annually, and re-assessed on any material change, including vendor-initiated model updates.

	High
	Governed through the Board with community authority before deployment. Privacy and data sovereignty impact assessment required. Reviewed at least every 12 months.

	Critical
	Not deployed without remediation, explicit Board authority and community consent. Enhanced monitoring, defined shutdown and unwind procedures, and a named accountable person.




Matrix 2: AI risk rating
Once a tool is in use, individual risks and incidents are rated using the Organisation's standard likelihood and consequence approach. The consequence scale below extends the usual clinical and operational definitions to include cultural harm and breaches of Indigenous Data Sovereignty, so that a culturally unsafe output or a sovereignty issue is rated on its own weight, not only by its clinical effect.
	Likelihood
	Negligible
	Minor
	Moderate
	Major
	Severe

	Almost certain
	Medium
	High
	High
	Extreme
	Extreme

	Likely
	Medium
	Medium
	High
	Extreme
	Extreme

	Possible
	Low
	Medium
	High
	High
	Extreme

	Unlikely
	Low
	Medium
	Medium
	High
	High

	Rare
	Low
	Low
	Medium
	Medium
	High
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	Negligible
	No patient impacts. Output corrected before any use. No cultural or data handling concern.

	Minor
	Inconvenience or minor error caught by human review. Isolated culturally inappropriate output, corrected and acknowledged. No data leaves approved systems.

	Moderate
	Error reaches the patient record or a patient interaction without harm. Culturally unsafe output affecting an individual patient's care experience. Patient data handled outside approved arrangements without external disclosure.

	Major
	Patient harm requiring treatment or escalation. A pattern of culturally unsafe outputs. Identifiable patient data disclosed externally, or a breach of Indigenous Data Sovereignty obligations affecting individuals.

	Severe
	Death or serious harm to a patient. Community-level cultural harm or loss of community trust in the Organisation. A sovereignty or data breach affecting community-level data, including unauthorised reuse for model training.
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Any risk rated High or Extreme is reported to the AI Governance Committee, and the tool's use is suspended pending review where the rating involves potential patient harm, a culturally unsafe output, or a data handling breach, consistent with the Acceptable Use of AI Policy. Extreme ratings are escalated to the Board, and findings reach community and clinical governance committees in a culturally safe way.
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Agentic AI: AI that can plan and carry out multi-step tasks with limited human direction, such as booking, triaging or actioning requests, rather than only responding to a single prompt.
AI tool: Any software, model, application or service that uses artificial intelligence, including AI features embedded in existing platforms such as a clinical information system.
Ambient Voice Technology (AI scribe): An AI tool that listens to a consultation and drafts clinical notes for clinician review.
Clinical decision support: Software that provides prompts, alerts or recommendations to inform clinical decisions. The clinician remains accountable for the decision.
Clinical information system (CIS): The software an ACCHO uses to hold patient records and manage care.
Hallucination: Output from an AI tool that reads as confident and factual but is wrong, fabricated, or cites sources that do not exist.
Indigenous Data Governance: The mechanisms by which Aboriginal and Torres Strait Islander communities control how data about them is collected, accessed, used and reused.
Indigenous Data Sovereignty: The right of Aboriginal and Torres Strait Islander peoples to govern data about their peoples, communities and lands.
Model update: A vendor-initiated change to the AI model underlying a tool, which can change the tool’s behaviour without any visible change for the user.
Software as a Medical Device (SaMD) – Software intended for a medical purpose that meets the TGA threshold for regulation as a medical device.
Training data: The data used to build an AI model. Its provenance, representativeness and consent basis determine much of a tool’s safety.
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	INSTRUCTIONS FOR USE
When adopting this template, each Organisation replaces highlighted fields and adapts requirements to its scale, community priorities and existing policy suite. Organisations that describe themselves as corporations, councils, a medical service or another term may substitute that term for “Organisation” throughout.
Use of this template does not guarantee compliance with any legal, regulatory, or professional obligations. It is provided as a general guide to support ACCHOs to develop or adapt an Acceptable Use of AI Policy in a way that reflects their local governance arrangements, community priorities and operational context. Organisations should seek appropriate legal or other professional advice before adopting or relying on this template. 
This document is maintained in electronic form and is uncontrolled in printed form. It is the responsibility of the user to verify that this copy is the latest revision.
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Definitions
	Term
	Definition

	Artificial intelligence (AI)
	Computer systems that perform tasks normally requiring human intelligence, such as understanding language, recognising patterns, drafting text and making predictions. AI ranges from features embedded in existing software, including the clinical information system, to standalone applications and services.

	AI Governance Committee (or similar)
	The body responsible for approving, overseeing and reviewing AI tool use within the Organisation. The Committee reports to the Board, consistent with Community Authority.

	AI incident
	An event where the development, use or malfunction of an AI tool directly or indirectly leads to: injury or harm to the health of a person or groups of people; culturally unsafe care or outputs; a breach of Indigenous Data Sovereignty obligations; a breach of privacy or other legal obligations; or harm to property, community or the environment. Near misses are AI incidents.

	AI tool
	Any software, model, application or service that uses artificial intelligence, including tools that predict, classify, generate content, transcribe, make recommendations or automate tasks. This includes embedded AI features within existing software platforms, such as a clinical information system or practice management system.
For the purposes of this policy, AI tools fall into three categories: 
1. clinical (used in a patient’s care, such as ambient scribes, decision support, triage)
2. administrative (handling patient information without being used in care, such as bookings, recalls, correspondence);
3. organisational (used for corporate, drafting or analytical work that does not involve patient data). Different controls in this policy apply to each category.

	AI Tools Register
	The Organisation's current list of approved AI tools, maintained on [Insert internal location, e.g. intranet] The register records, for each tool: name and version; the named accountable officer; the approved purpose and use cases; data inputs, flows and processing locations, including any offshore transfer; consent requirements; the override protocol; training prerequisites; risk rating and controls in place; and the review date.

	AI Tool Safety Statement
	A document approved by the AI Governance Committee that sets out the approved uses, data handling requirements, consent requirements and controls for a specific AI tool.

	Approved AI tool
	An AI tool that has been assessed under the AI Governance Framework for ACCHOs, formally approved by the AI Governance Committee, and listed in the AI Tools Register.

	Hallucinations
	Output that reads as confident and factual but is wrong, fabricated, or cites sources that do not exist.

	Human oversight
	A human is involved in the overall governance, determination and direction of an AI system or tool, and that oversight is always proportionate to the autonomy, sensitivity, risk and impact of the system. 

	Indigenous Data Sovereignty (IDS)
	The right of Aboriginal and Torres Strait Islander people to govern the collection, ownership and use of data about their peoples, communities and lands,

	Output
	Any content produced by an AI tool, including text, clinical notes, images, summaries, transcripts, data extracts or other materials. All outputs must be treated as unverified until reviewed by a person.

	Shadow AI
	The use of AI tools by staff for work purposes without the knowledge or approval of the Organisation. Shadow AI is prohibited under this policy.
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This policy sets out the conditions for [Organisation name] (the Organisation) to use AI tools where they genuinely improve care and service delivery, on terms that are culturally safe, clinically appropriate and accountable to community. It applies to clinical and organisational uses of AI alike, from clinical documentation and decision support to bookings, correspondence and other administrative functions. 
ACCHOs hold an elevated responsibility when adopting AI: the data these tools consume and generate carries cultural, community and sovereignty obligations, and the populations they serve can be exposed to risks of AI tools trained on non-representative data.  AI tools, and the rules that apply to them, will keep changing. This policy will be revised as the technology develops, as best practice and the regulatory environment mature, and as the Organisation’s experience and AI maturity grow.
This policy is designed to give operational effect to the AI Governance Framework for ACCHOs. The Framework sets out what the Organisation should be able to answer about any AI tool inserted into a clinical, administrative or organisational workflow; whereas this policy sets out how the Organisation governs AI use day-to-day. The two documents are designed to be read and actioned together.
This policy aims to:
· protect patient, community and Organisation information across the lifecycle of every AI tool;
· uphold Indigenous Data Sovereignty, Cultural Safety and Community Authority in every use of AI;
· support staff to use approved AI tools well, where they add value to care and service delivery; and
· ensure the risks of each AI tool are identified before deployment and governed over its lifecycle.
· give ACCHO staff the autonomy to choose when to use AI or not use it all.
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2.1. This policy applies to:
· all employees (full-time, part-time and casual), including clinical staff, allied health, administrative and corporate staff;
· Board members, contractors, consultants, students, volunteers and any other individuals performing work for the Organisation;
· third parties who access the Organisation's systems, networks or data; and
· any other person the Organisation has advised is covered by this policy.
2.2. This policy applies whenever AI tools are used:
· on Organisation systems, devices or networks;
· to carry out work for or on behalf of the Organisation; or
· using data or information belonging to the Organisation, its patients or its community
· whether the tool is provided by the Organisation or personally owned, and whether it is paid or free to use.
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3.1. All AI use within the Organisation operates under the four foundational principles of the AI Governance Framework for ACCHOs. These principles should take precedence over convenience, efficiency and vendor assurances.
3.2. Indigenous Data Sovereignty and Governance. Data about Aboriginal and Torres Strait Islander people, including data generated by AI tools used within the Organisation, is the property of Aboriginal and Torres Strait Islander people. No AI tool may collect, transmit, store or reuse patient or community data in a way that is inconsistent with this principle.
3.3. Cultural Safety. AI tools must be culturally safe in design, deployment and use. Cultural safety is determined by Aboriginal and Torres Strait Islander peoples, not by the Organisation, the vendor or the tool. An output that is clinically accurate but culturally unsafe is not an acceptable output.
3.4. Community Authority. Decisions about whether, when and how AI tools are used sit with the Board, in consultation with community. No individual staff member, clinician or vendor may introduce an AI tool into Organisation workflows without that authority.
3.5. Human Judgement. Clinical assessment and skill of an appropriately registered clinician always overrides any recommendation, clinical decision support reference or output from an AI-enabled tool or technology. 
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4.1. AI tools may be used only when all of the following conditions are met:
(a)	the tool is an Approved AI tool listed in the AI Tools Register;
(b)	the use falls within the tool's approved purpose and any conditions in its AI Tool Safety Statement;
(c)	the user has completed the training required for the tool;
(d)	patient consent obligations have been met, including informing the patient that AI is being used in their care; and
(e)	appropriate human oversight is in place.
4.2. Users must not:
(a)	enter patient, community or Organisation information into any AI tool that is not an Approved AI tool, including free, public, browser-based tools (Shadow AI);
(b)	use an AI tool to make, rather than support, a clinical decision;
(c)	save AI-generated content to the patient record without clinician review and approval;
(d)	disable, bypass or work around controls applied to an Approved AI tool, including consent prompts and review steps;
(e)	publish or share AI-generated content outside the Organisation without human review and approval by the position named in clause 11.1; or
(f)	continue to use a tool after being directed to stop, including where the tool has been suspended following an AI incident.
A breach of this policy is managed under the Organisation’s usual conduct and performance processes. Serious breaches, particularly those involving patient data or culturally unsafe use, may end employment or engagement. 
Staff who promptly self-report an inadvertent breach will be supported to remediate; the purpose of this policy is to bring safe and responsible use, not punishment.
4.3. Users may:
(a) elect when to use AI within the conditions established in this policy
(b) choose not to use AI at any time
(c) not be formally directed to use AI, regardless of any agreed conditions or use cases approved by the Organisation. 
4.4. Examples of prohibited use include, but are not limited to: 
· entering identifiable patient information into a consumer AI tool (such as ChatGPT, Copilot in personal mode, Claude, Gemini, or any browser-based LLM not on the AI Tools Register)
· capturing identifiable patient information (photographs of pathology results, ECGs, prescriptions, medication lists or patient records) into any consumer AI tool; using a personally acquired ambient scribe or AI assistant on a personal device in a clinical setting
· using an AI tool to re-frame, summarise or rewrite clinical notes that are then pasted into the patient record without independent review against the original encounter; and using an AI tool to draft external correspondence on behalf of the Organisation without the approval required under clause 11.1.
· any other uses, determined from time to time, by the Organisation.
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5.1. The Board will appoint an AI Governance Committee [or equivalent proportionate to organisational size and structure]. The Committee [or equivalent] should include [insert relevant positions eg Senior Medical Officer and/or required expertise]. 
5.2. Every AI tool must be assessed and formally approved by the AI Governance Committee before it is used within the Organisation. The Committee's decisions are reported to the Board.
5.3. AI tools will be evaluated using the six domains of the AI Governance Framework for ACCHOs: Culture, Community and Equity; Clinical; Technical; Supplier Accountability; Safety systems; and People. The assessment must address the key questions in each domain, with reference to the four foundational principles and how use of the AI tool will improve outcomes for patients.
5.4. Procurement of AI tools must align with the Organisation’s Indigenous Procurement Policy, privacy policy, cyber security requirements and risk tolerance.
5.5. Where an AI tool collects, processes or stores personal, sensitive or health information, or data subject to Indigenous Data Sovereignty obligations, a privacy and data sovereignty impact assessment must be completed before the tool is deployed. Any cross-border transfer of patient data must be documented, justified and consistent with Australian Privacy Principle 8.
5.6. AI tools that cannot meet the Organisation's risk tolerance, or that cannot satisfy the questions in any Framework domain without remediation, will not be approved.
5.7. The AI Tools Register must be kept current. A tool is not approved until it appears in the register.
5.8. Approved AI tools must be reviewed at a defined cadence [Insert cadence, e.g. annually], and re-assessed when there is a material change in the tool's scope, usage or operation, including vendor-initiated model changes. Tools assessed as high risk, or touching the collective rights or data of Aboriginal and Torres Strait Islander people, are governed through the Board and reviewed at least every 12 months.
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6.1. The Organisation’s Board is responsible for overall oversight of AI governance within the Organisation. This responsibility cannot be delegated.
6.2.  The AI Governance Committee [or equivalent] must report to the Board at a defined cadence [insert cadence, eg annually] on AI use and incidents. Material risks or incidents must be escalated to the Board as soon as reasonably possible.  
6.3. The AI Governance Committee [or equivalent] is responsible for:
6.3.1. Assessing and approving all AI tools prior to deployment and use by the Organisation (see 5.3 and 5.4 for assessment requirements)
6.3.2. Developing, implementing and maintaining the AI Tools Register 
6.3.3. Reviewing AI Tools on the register (see 5.7)
6.3.4. Overseeing adherence to this policy 
6.3.5. Reviewing and updating this policy 
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7.1. Use of an AI tool does not transfer professional accountability to the tool or the vendor. Every user remains accountable for outputs they rely on. Ahpra has confirmed that AI use does not alter registered practitioners' existing professional obligations.
7.2. Every output is unverified until a person has checked it. Users are responsible for questioning AI outputs and verifying them against authoritative sources before relying on them. 
7.2.1. Outputs may contain hallucinations or reflect bias in underlying datasets, including documented underperformance on Aboriginal and Torres Strait Islander patients.
7.3. Clinicians must review and approve any AI-generated content before it is saved to the patient record, communicated to the patient, or relied upon in clinical decision-making. 
7.4. Clinicians must override or disregard an AI output where it conflicts with their clinical judgement, the patient's circumstances or cultural context. Overriding an AI tool is a normal and expected part of safe use, never a performance issue.
7.5. AI tools must only be used on devices, networks and access arrangements the Organisation has approved.
7.6. Where an AI tool has substantially shaped a document, analysis or communication, that contribution must be disclosed to the person responsible for that work. Disclosure beyond the Organisation is required where professional obligations, funding agreements or regulation call for it.
7.7. Users must keep a record of significant AI tool use (the tool, the date and the task) so the Organisation can show how a document or decision was produced if an audit, complaint or regulator asks.
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8.1. Patients must be informed and must agree when an AI tool is used in their care, in a way they can understand, before the tool is used. 
8.2. Fundamental consent requirements are unchanged by AI.
8.2.1. the person must have capacity, consent voluntarily and have sufficient information. Where a patient declines, the consultation proceeds without the tool and the patient experiences no disadvantage. 
8.2.2. The patient’s consent or refusal must be recorded in the patient’s notes. [Insert the Organisation's consent script and recording method for each Approved AI tool]
8.3. Before using an AI tool in a patient’s care, users must check the AI Tools Register and the patient’s notes in the clinical information system for any restriction that applies to the tool or to that patient. This may be achieved by alerts or notifications that identify patient preference and checking the patient’s notes may be a per-consultation requirement. Familiarity with the conditions in the AI Tools Register is a per-tool requirement, met when the user is trained on the tool and whenever the register entry changes, not a check before every consultation.
8.4. AI-generated content about Aboriginal and Torres Strait Islander people, cultures or communities for external communication must receive appropriate cultural review before publication.
8.5. The Organisation will make available to its community a statement outlining its approach to AI adoption and use, in a form and language appropriate to the community it serves, and will provide a pathway for patients and community to raise concerns about the Organisation's AI use. 
8.5.1. Where practical, the statement is made available before the clinical encounter (for example in waiting rooms, on the Organisation’s website and in recall letters), so that patients have the opportunity to consider AI use ahead of any consent conversation.
8.6. Patient preferences about AI use must be recorded in the clinical information system in a way that is easily retrievable at the point of care, such as an alert or flag where a patient does not agree to AI use.
8.7. Where an Approved AI Tool handles a patient’s personal or administrative information without being used in their care (for example bookings, recalls or correspondence), per-interaction consent is not required. Instead, the use must be covered by the Organisation’s privacy collection notice and the community statement under clause 8.4.
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9.1. All users must report AI incidents, including near misses, through the Organisation's incident management system [Insert system/location]. Incidents of use and misuse, not only technical malfunction, are reportable; misapplication of AI is more likely to lead to patient harm than technical faults.
9.2. Where an AI incident involves potential patient harm, a culturally unsafe output, or a data handling breach, use of the tool must be suspended pending review by the AI Governance Committee.
9.3. Incident remediation is overseen by the AI Governance Committee or the Board, and findings reach community and clinical governance committees in a culturally safe way, not only the vendor or the technology lead.
9.4. Data breaches are managed under the Organisation's privacy and data breach response arrangements, including any notification obligations. Staff may report AI safety concerns without professional risk.
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10.1. All users must complete the Organisation's foundational AI training before using any Approved AI tool. The Organisation supports staff to use Approved AI Tools confidently and well; training is intended as enablement as much as risk management.
10.2. Foundational training covers:
(a)	what AI is and how it works;
(b)	the limitations of AI, including hallucinations and algorithmic bias, and documented underperformance on non-representative populations;
(c)	the Organisation's AI policies, the Framework's foundational principles, and individual user obligations;
(d)	applicable legal and professional obligations, including Ahpra requirements and the Privacy Act;
(e)	Indigenous Data Sovereignty and culturally safe AI use; and
(f)	how to identify and report AI incidents and misuse.

10.3. Some AI tools require additional specialist training before access is granted. The AI Tools Register identifies which tools have mandatory training prerequisites. Users must not use these tools until training is confirmed as complete.

10.4. All users must refresh their AI training at least once a year, or sooner if this policy is materially updated, a new AI tool is introduced, or there is a relevant change in law or regulation.

10.5. Training records will be maintained by [Insert position or team] and are subject to review by the AI Governance Committee. Training that touches clinical care or community-facing functions must be led by, or co-designed with, Aboriginal and Torres Strait Islander health professionals. Where local workforce capacity does not allow this, the Organisation may draw on sector-level training developed or endorsed by NACCHO or affiliates.

10.6. Board members should complete AI training appropriate to their governance role, including a working understanding of the six domains and four foundational principles set out in the AI Governance Framework for ACCHOs, the consent and cultural safety obligations in this policy, and the Organisation’s AI incident reporting pathway. The Organisation may draw on sector-level Board training developed or endorsed by NACCHO or affiliates to meet this requirement.
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11.1.  All external communications, marketing materials, proposals, website content and  public statements that refer to the Organisation's use of AI must be approved by [Insert position] before publication or distribution.
11.2. Where AI has been used substantially to produce material the Organisation provides to patients, funders or partners, the Organisation will consider stating that AI was used and how.
12. [bookmark: _Toc238474930][bookmark: _Toc238475844][bookmark: _Toc238562162][bookmark: _Toc238564240][bookmark: _Toc239257345][bookmark: _Toc239257448][bookmark: _Toc239257549][bookmark: _Toc240894386][bookmark: _Toc240894602][bookmark: _Toc240897444][bookmark: _Toc240897597][bookmark: _Toc240956415]Review of this policy
12.1. This policy is reviewed [Insert cadence, e.g. annually], following any significant AI incident, and following any material revision of the AI Governance Framework for ACCHOs.
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· AI Governance Framework for ACCHOs
· AI Tool Safety Statements
· AI Tools Register
· Relevant Organisational policies including (but not limited to) [Insert document names and references]
a) Privacy policy 
b) AI Risk appetite statement and AI risk management policy, 
c) Data breach response plan, 
d) Incident management policy, 
e) Clinical governance framework, 
f) Indigenous procurement policy, 
g) code of conduct 

· Pragmatic AI guidance for health professionals, ACSQHC
· Ahpra guidance on professional obligations when using AI; 
· TGA Software as a Medical Device guidance
· Essential Eight Maturity Model, ASD
· Maiam nayri Wingara Indigenous Data Sovereignty principles
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Use this checklist every time you are about to use an AI tool with patient, community or Organisation information. If you cannot tick all boxes in section 1, stop and check with the responsible person before proceeding.
1. Before you use any AI tool
☐	The tool is on the AI Tools Register (you have checked today, or you know it because you use it regularly).
☐	You have been trained on this tool, or your work fits within the training you have completed.
☐	You know what data this tool collects, where it goes, and what the vendor does with it.
☐	You know what the tool gets wrong (its documented limitations, especially for Aboriginal and Torres Strait Islander patients).
☐	You know the fallback when the tool is unavailable or behaves unexpectedly.
2. Before you use the tool in a patient's care
☐	You have checked the patient's notes for any recorded preference about AI use.
☐	The patient has been informed and has agreed (or, where appropriate, the Organisation-approved community statement has been made available before the encounter).
☐	The patient's consent or refusal has been recorded in the patient's notes.
☐	If the patient declined, you have a path to provide their care without disadvantage.
3. After you use the tool
☐	You have reviewed every output before it is saved, communicated or relied upon.
☐	You have recorded the AI use (where required)
☐	Where the output materially shaped a document, you have disclosed AI use to the person responsible for that work
☐	If anything went wrong or felt wrong, you have reported it through the Organisation's incident management system
4. Red flags. Stop and ask
✖	You are about to type, paste, photograph or upload patient information into an AI tool that is not on the AI Tools Register, including tools like ChatGPT, Claude, Gemini, Copilot in a personal account, or any browser-based LLM.
✖	You are about to use an ambient scribe or AI assistant on your personal device or personal account in a clinical setting.
✖	You are about to paste AI-generated text into a patient record without checking it against the original encounter.
✖	You are about to send AI-generated content outside the Organisation without the approval required by clause 10.1.
✖	You have been told to stop using a tool, or it has been suspended, and you are about to use it anyway.
✖	A patient has declined and you are unsure whether to continue without the tool.
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